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.jpAbstra
t�Priva
y-prote
ting te
hnology is essential in thissurveillan
e so
iety. The appli
ations of 
ameras widely vary, e.g.,
rime surveillan
e, monitoring of an environment, and marketing.Furthermore, the s
ale of surveillan
e systems is predi
ted tobe
ome more diverse (from home area networks to wide areanetworks) due to the de
rease in size and pri
e of 
ameras.Therefore, a simple priva
y prote
tion system that does notrequire 
entral servers or large databases is needed. S
ramblingprivate information in a 
aptured image 
an be a solution to sim-plifying a system. We propose an image-s
rambling method forbitmap and JPEG formatted images to private information. Ourmethod enables a

ess 
ontrol by providing keys to authorizedindividuals. They 
annot view private information that they donot have permission to a

ess. The image's format is retained;therefore, no spe
ial viewer is ne
essary in display-only 
onsole.Experimental results suggest that s
ramble level 
an be 
ontrolledlinearly by using parameters (three for JPEG formatted image,and one for bitmap image). We also developed a demo systemfor this method and 
on�rm that this method 
an be appliedto embedded systems su
h as those equipped with surveillan
e
ameras. I. INTRODUCTIONCameras are now widely used for a variety of appli
ations,e.g., 
rime surveillan
e, monitoring of an environment, andmarketing. Sin
e the size of the 
amera sensor and power
onsumption is de
reasing, some resear
hers fo
used on ap-plying 
amera sensors to wireless multimedia sensor networks(WMSNs) [1℄, [2℄.However, invasion of priva
y has be
ome a serious so
ialproblem, espe
ially due to the use of surveillan
e 
ameras.The Surveillan
e Studies Network in the United Kingdomreported on the surveillan
e so
iety [3℄. This report arguesthat a large number of our daily a
tivities are under surveil-lan
e, and surveillan
e has both bene�ts and risks. There-fore, surveillan
e requires �regulation�, e.g., applying rulesor setting limits and 
ontrols. As a result, some surveillan
edevi
es have fun
tions to limit a

essibility to information.For example, 
urrent surveillan
e 
ameras on the markethave an un-restorable priva
y prote
tion fun
tion. It 
on
ealsprivate information by pixel overwriting, su
h as �lling or
reating mosai
s, to the image. It 
an 
hange 
on
ealingmethod a

ording to the target obje
t. However, it is notpossible to restore the original image with this method. In
riminal investigation, for example, su
h a method 
ouldrender eviden
e 
aptured as an image useless.

Methods have been proposed as measures to 
ope withinvasion of priva
y. IBM Smart Surveillan
e System, previ-ously 
alled the PeopleVision proje
t, is a middleware systemequipped with a a surveillan
e 
amera system with priva
yprote
tion [4℄. Senior reported a part of a proje
t for devel-oping a te
hnology to prote
t priva
y in video systems [5℄. Itminimizes intrusion into individuals' priva
y by transformingprivate information. It also en
rypts the video stream that istransformed (e.g., removed, repla
ed, or redu
ed in resolution)a

ording to the system poli
y. However, the transforming pro-
ess is un-restorable; therefore, the transformed information
annot be used as original information.Su
h large systems are not suitable for small-s
ale surveil-lan
e (e.g., home networks and WMSNs), be
ause they requiredatabase servers for storing the analyzed information , and
omplex subsystems. In su
h systems, it is reasonable tos
ramble an image in the 
amera, and distribute information ofs
rambled area and parameters within the s
rambled image tosave system 
osts. Therefore, we should apply image priva
y-prote
ting te
hnology to 
ameras and 
onsoles. Methods havebeen proposed for s
rambling private information and distribu-tion. Yabuta et al. proposed a restorable masking method forJPEG (Joint Photographi
 Experts Group) formatted images[6℄. This method 
onverts private information to JPEG formatand embeds it to a masked (e.g., mosai
, permeated, or �lled)image by watermarking. There is a limitation to the datasize of embedding information due to this watermarking.Fujii et al. proposed an image-s
rambling method for 
ontentdistribution [7℄. This method inputs a JPEG image or MPEG(Moving Pi
ture Experts Group) video stream. They have
oded by entropy en
oding; therefore, they have many pairsof Huffman-
ode and optional bit. This method en
rypts theseoptional bits to enable s
rambling. This method 
an 
hange thequality of the masked area by using parameters and density ofs
rambling. However, espe
ially in high-rate 
ompressed data,the length of optional bits will be zero or a few bits. Therefore,an atta
ker may be able to restore the original image by brute-for
e atta
king of the 
oef�
ients.Our goal of this study is to develop a light-weight (ap-pli
able to an embedded system) and se
ure (regardless of
ontents in an image) image s
rambling method for priva
yprote
tion. In this paper, we propose a restorable image-s
rambling method for bitmap and JPEG formatted images
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ation example: indoor surveillan
e systemfor prote
ting priva
y. This method has a simple stru
turethat 
onsists of a 
ipher subsystem, obje
t dete
tor, andformat 
onversion module (e.g., JPEG 
ompressor). It 
ans
ramble an image hierar
hi
ally by applying different keysand 
ontrol the s
ramble level a

ording to the target obje
t.The data stru
ture of the s
rambled image remains un
hanged;therefore, no spe
ial viewer is ne
essary to view the s
rambledimage. We evaluated the s
ramble level 
ontrollability byusing parameters and pro
essing speed of this method in anembedded system.II. HIERARCHICAL IMAGE-SCRAMBLING METHODOur proposed hierar
hi
al image-s
rambling method hasthree spe
ial features: restoration of the original image fromonly the s
rambled image and its key, 
ontrolling of thes
ramble-level by using parameters for the length of randomnumber, and opening the image with a general image viewer.A. Priva
y-prote
ting surveillan
e systemFigure 1 shows an example appli
ation of prote
ting privateinformation using the proposed method. The surveillan
e sys-tem using the proposed method is for an indoor environment.For example, we 
an re
ognize individuals from their fa
e,and the PC monitor might display 
on�dential information.Therefore, the system s
rambled people's fa
es and the PCmonitor. Normally, s
rambled images are displayed on amonitoring 
onsole, and saved in storage. When there is aproblem with the monitoring area, the system supervisor 
anauthorize a

ess to the s
rambled area with s
ramble keys.The authorized individuals 
an only a

ess the ne
essary in-formation; therefore, this method prevents private informationfrom being opened to the publi
.B. Parameters for s
ramble level 
ontrolOur proposed method 
an 
ontrol the s
ramble level byusing three parameters for ea
h 
olor 
omponent. Table Ilists these parameters. We set these parameters to ea
h 
olor

TABLE IPARAMETERS FOR SCRAMBLE LEVEL CONTROL
Parameter Value Description

Start_coef 0 – 63 Start coefficient in 8x8 block

(For JPEG image only)

End_coef 0 – 63 End coefficient in 8x8 block

(For JPEG image only)

Bit_length 0 – 8 Bit length of cipher pseudorandom numberTABLE IIINFORMATION FOR ONE SCRAMBLE (QUADRILATERAL)
Information Description

s_ID Scramble ID of this area

Repeat 

as many as 

components

Start_coef Start coefficient in 8x8 block

(For JPEG image only)

End_coef End coefficient in 8x8 block

(For JPEG image only)

Bit_length Bit length of cipher pseudorandom number

Start_x X-coordinate of start pixel 

Start_y Y-coordinate of start pixel

End_x X-coordinate of end pixel

End_y Y-coordinate of end pixel
omponent (e.g., Y/Cb/Cr for JPEG image, R/G/B for bitmapimage). The JPEG format divides an image into 8� 8 blo
ksfor pro
essing, then parameters Start 
oef and End 
oef 
an beset in JPEG format. The values Start 
oef and End 
oef meanthe �rst and last 
oef�
ient to s
ramble in �zigzag� ordering.The quality of a s
rambled image is affe
ted by parametersStart 
oef and End 
oef. A blo
k's information is 
on
entratedto low-frequen
y 
omponents by dis
rete 
osine transform(DCT); therefore, s
rambling low-frequen
y 
omponents takesmore effe
t in 
on
ealing visual information than s
ramblinghigh-frequen
y 
omponents. The number of 
oef�
ients (de-termined by Parameter Start 
oef � End 
oef) affe
ts these
urity of a s
rambled image. One 
oef�
ient has only a fewbits of information due to quantization; therefore, s
ramblingless 
oef�
ients 
ould enable the image to be restored throughbrute-for
e atta
ks.C. Header format for s
ramble informationInformation used for s
rambling is stored in the imageheader. Therefore, the s
rambled image 
an be restored onlywith the 
orre
t key. Table II lists this information for onequadrilateral s
ramble area. The s
ramble ID s ID and pa-rameters Start 
oef, End 
oef, and Bit length of ea
h 
olor
omponent (e.g. Y/Cb/Cr for JPEG image), and area 
oordi-nates Start x, Start y, End x, and End y of ea
h s
ramble arerequired to properly restore an image.D. Pro
essing �owTo produ
e a s
rambled image that 
an be opened without aspe
i�
 image viewer, the proposed method retains the imageformat stru
ture. In this se
tion, the pro
essing �ow of thismethod is dis
ussed.1) S
ramble subsystem and s
ramble �ow: Figure 2(a)shows the pro
essing �ow of s
rambling a 
aptured frame.First, an obje
t (e.g., fa
e, human body, window, or 
ar li
enseplate) is dete
ted using an obje
t dete
tor to determine thearea of the obje
t that is to be s
rambled. In this �gure,
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ramble subsystemFig. 2. Pro
essing �ow of s
rambling imageDete
tor 1 for fa
e dete
tion (s ID = 1) and Dete
tor 2 forwindow dete
tion (s ID = 2) are used. If both the 
amera andtarget obje
t to be s
rambled are �xed, the system supervisor
an manually input the 
oordinates. The system supervisormust spe
ify as many parameter sets (mentioned in Se
tionII-B) and 
ipher keys as there are obje
t dete
tors. Then,the image pixels (for bitmap image format) or 
oef�
ients(for JPEG format) are pro
essed in the s
ramble subsystem.Sin
e the 
onversion of a raw image to JPEG format isirreversible due to DCT and quantization, s
rambling o

ursbetween quantization and entropy 
oding pro
esses for theJPEG format. Parameter sets and s
ramble area informationare stored in the image header. This enables the restorationonly with the 
orre
t 
ipher key and s
rambled image data.The pro
essing �ow in the s
ramble subsystem is shownin Figure 2(b). The image pixels (for bitmap image format)or 
oef�
ients (for JPEG format) are XORed with the 
ipherpseudorandom number stream if they are in the s
ramblearea. Parameter Bit length determines the bit length of thepseudorandom number (0 � 8 bit) and 
ontrols the s
ramblelevel. In JPEG 
ompression, ea
h 
oef�
ient in 8�8 blo
ks isEXORed between quantization and entropy 
oding pro
esses.2) Des
ramble subsystem and restoration �ow: Figure 3(a)shows the pro
essing �ow for restoring an original image.After a supervisor sets the 
ipher key, this method analyses thes
ramble information from the data header. From this informa-tion, the des
ramble subsystem (shown in Figure 3(b)) restoresthe original image by XOR operation between the s
rambled(en
rypted) pixel value and 
ipher pseudorandom number. Ifthe supervisor sets the wrong 
ipher key or does not have a
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ramble subsystemFig. 3. Pro
essing �ow of restoring image
ipher key, the s
rambled image 
annot be restored sin
e the
ipher pseudorandom numbers are uniformly distributed.III. EXPERIMENTAL RESULTSWe dis
uss the 
orrelation of the parameter sets ands
ramble-level 
ontrollability. We evaluated the pro
essingspeed of our method in a demo system. We use a modi�edlibjpeg-turbo library [8℄ in this experiment.A. S
ramble level 
ontrollabilityWe s
rambled the entire area of �Lena� image in variousparameter sets (JPEG format, 512 � 512 pixels, quality =75, �le size of 38,710 bytes without s
ramble) to evaluates
ramble-level 
ontrollability. Figure 4 shows that we 
an
ontrol the s
ramble level (the degree of intensity). Withparameter set (b), the image is roughly visible, but there isno detailed information for distinguishing the individual. Inparameter set (
), the image is 
ompletely invisible. JPEGhandles luminan
e and 
hrominan
e as an image 
olor spa
e.Luminan
e represents brightness and 
hrominan
e represents
olor differen
e, usually in two 
omponents. Therefore, we
an 
ontrol 
olor 
hange by applying different parameter setsto both 
omponents (Figure 4-(d).Figure 5 shows 
lippings of s
rambled JPEG images. Weapplied the same parameter sets to the brightness and 
hromi-nan
e 
omponents. As 
an be seen from the �gure, the parti
lesize of the s
ramble be
omes small when applying largeEnd 
oef parameter. It is be
ause low-frequen
y 
oef�
ients(small value of 
oef�
ient parameter) in 8 � 8 blo
k haveinformation of the outline, and high-frequen
y 
oef�
ients(large value) have the detailed information.
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Fig. 5. S
ramble-level transition (JPEG image)To quantitatively observe the s
ramble level transition, weused the peek signal-to-noise ratio (PSNR) as an index. ThePSNR transition of s
rambled images (Figure 5) derived fromparameters Bit length, Start 
oef , and End 
oef is shownin Figure 6. We applied the same parameter sets to ea
h
omponent. The PSNR de
reased when parameter Bit lengthin
reased. The PSNR also de
reased in proportion to thenumber of 
oef�
ients (End 
oef � Start 
oef + 1).B. Demo system and its pro
essing speedWe developed a demo system to 
on�rm that our methodis appli
able to embedded systems su
h as those equippedwith surveillan
e 
ameras. The system uses a single board
omputer (BeagleBoard-xM with ARM Cortex-A8 pro
essor1 GHz and running the Ubuntu 12.04 operating system) and aUSB web 
amera (Figure 7-(a)). We 
on�rm that this method
an s
ramble several areas hierar
hi
ally (Figure 7-(b)).The average pro
essing time of the proposed method in thedemo system when s
rambling an image of a fa
e is shownin Figure 8. In this experiment, we used OpenCV's obje
tdete
tion fun
tion based on a Haar-like feature [9℄, and theimage size was 640 � 480 pixels. It took about 500 ms onaverage to pro
ess one frame. Obje
t dete
tion took up high
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essing time in demo systemper
entage of the pro
essing time. This is be
ause a software-based obje
t dete
tor in
urs a high-load on an embeddedCPU; therefore using hardware-based obje
t dete
tor may be asolution to shorten pro
essing time. When we use a hardwareobje
t dete
tor (ASIC or FPGA), the in
rease in pro
essingtime 
ompared to non-s
rambling is about 1.4%. Therefore,our method 
an be applied to embedded systems su
h as thoseequipped with surveillan
e 
ameras.IV. CONCLUSIONWe proposed a light-weight and se
ure hierar
hi
al image-s
rambling method. It 
an be used to prote
t priva
y bys
rambling images, and the information of s
ramble area andparameter sets is in
luded in the image. This allows restorationof the original image from only s
rambled image and itskey. The image format stru
ture is retained; therefore, it 
anbe opened with a general image viewer. Furthermore, ourevaluation indi
ated that our method 
an �exibly 
ontrol ofs
rambling with parameter sets regardless of 
ontents in animage. There is little in
rease in pro
essing time 
ompared tonon-s
rambling when s
rambling a fa
e in an image; therefore,it 
an be applied to embedded systems su
h as those equippedwith surveillan
e 
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