
Hierarhial image-srambling method withsramble-level ontrollability for privay protetionToshiya Honda, Yuma Murakami, Yuki Yanagihara, Takeshi Kumaki, and Takeshi FujinoDepartment of Eletroni and Computer Engineering, Ritsumeikan University1-1-1, Noji-Higashi, Kusatsu, Shiga, 525-8577, JapanTelephone: +81-77-561-5150Email: f ri008085�ed, ri009071�ed, ri0007hh�ed, kumaki�f, fujino�se g .ritsumei.a.jpAbstrat�Privay-proteting tehnology is essential in thissurveillane soiety. The appliations of ameras widely vary, e.g.,rime surveillane, monitoring of an environment, and marketing.Furthermore, the sale of surveillane systems is predited tobeome more diverse (from home area networks to wide areanetworks) due to the derease in size and prie of ameras.Therefore, a simple privay protetion system that does notrequire entral servers or large databases is needed. Sramblingprivate information in a aptured image an be a solution to sim-plifying a system. We propose an image-srambling method forbitmap and JPEG formatted images to private information. Ourmethod enables aess ontrol by providing keys to authorizedindividuals. They annot view private information that they donot have permission to aess. The image's format is retained;therefore, no speial viewer is neessary in display-only onsole.Experimental results suggest that sramble level an be ontrolledlinearly by using parameters (three for JPEG formatted image,and one for bitmap image). We also developed a demo systemfor this method and on�rm that this method an be appliedto embedded systems suh as those equipped with surveillaneameras. I. INTRODUCTIONCameras are now widely used for a variety of appliations,e.g., rime surveillane, monitoring of an environment, andmarketing. Sine the size of the amera sensor and poweronsumption is dereasing, some researhers foused on ap-plying amera sensors to wireless multimedia sensor networks(WMSNs) [1℄, [2℄.However, invasion of privay has beome a serious soialproblem, espeially due to the use of surveillane ameras.The Surveillane Studies Network in the United Kingdomreported on the surveillane soiety [3℄. This report arguesthat a large number of our daily ativities are under surveil-lane, and surveillane has both bene�ts and risks. There-fore, surveillane requires �regulation�, e.g., applying rulesor setting limits and ontrols. As a result, some surveillanedevies have funtions to limit aessibility to information.For example, urrent surveillane ameras on the markethave an un-restorable privay protetion funtion. It onealsprivate information by pixel overwriting, suh as �lling orreating mosais, to the image. It an hange onealingmethod aording to the target objet. However, it is notpossible to restore the original image with this method. Inriminal investigation, for example, suh a method ouldrender evidene aptured as an image useless.

Methods have been proposed as measures to ope withinvasion of privay. IBM Smart Surveillane System, previ-ously alled the PeopleVision projet, is a middleware systemequipped with a a surveillane amera system with privayprotetion [4℄. Senior reported a part of a projet for devel-oping a tehnology to protet privay in video systems [5℄. Itminimizes intrusion into individuals' privay by transformingprivate information. It also enrypts the video stream that istransformed (e.g., removed, replaed, or redued in resolution)aording to the system poliy. However, the transforming pro-ess is un-restorable; therefore, the transformed informationannot be used as original information.Suh large systems are not suitable for small-sale surveil-lane (e.g., home networks and WMSNs), beause they requiredatabase servers for storing the analyzed information , andomplex subsystems. In suh systems, it is reasonable tosramble an image in the amera, and distribute information ofsrambled area and parameters within the srambled image tosave system osts. Therefore, we should apply image privay-proteting tehnology to ameras and onsoles. Methods havebeen proposed for srambling private information and distribu-tion. Yabuta et al. proposed a restorable masking method forJPEG (Joint Photographi Experts Group) formatted images[6℄. This method onverts private information to JPEG formatand embeds it to a masked (e.g., mosai, permeated, or �lled)image by watermarking. There is a limitation to the datasize of embedding information due to this watermarking.Fujii et al. proposed an image-srambling method for ontentdistribution [7℄. This method inputs a JPEG image or MPEG(Moving Piture Experts Group) video stream. They haveoded by entropy enoding; therefore, they have many pairsof Huffman-ode and optional bit. This method enrypts theseoptional bits to enable srambling. This method an hange thequality of the masked area by using parameters and density ofsrambling. However, espeially in high-rate ompressed data,the length of optional bits will be zero or a few bits. Therefore,an attaker may be able to restore the original image by brute-fore attaking of the oef�ients.Our goal of this study is to develop a light-weight (ap-pliable to an embedded system) and seure (regardless ofontents in an image) image srambling method for privayprotetion. In this paper, we propose a restorable image-srambling method for bitmap and JPEG formatted images
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1 2Fig. 1. Appliation example: indoor surveillane systemfor proteting privay. This method has a simple struturethat onsists of a ipher subsystem, objet detetor, andformat onversion module (e.g., JPEG ompressor). It ansramble an image hierarhially by applying different keysand ontrol the sramble level aording to the target objet.The data struture of the srambled image remains unhanged;therefore, no speial viewer is neessary to view the srambledimage. We evaluated the sramble level ontrollability byusing parameters and proessing speed of this method in anembedded system.II. HIERARCHICAL IMAGE-SCRAMBLING METHODOur proposed hierarhial image-srambling method hasthree speial features: restoration of the original image fromonly the srambled image and its key, ontrolling of thesramble-level by using parameters for the length of randomnumber, and opening the image with a general image viewer.A. Privay-proteting surveillane systemFigure 1 shows an example appliation of proteting privateinformation using the proposed method. The surveillane sys-tem using the proposed method is for an indoor environment.For example, we an reognize individuals from their fae,and the PC monitor might display on�dential information.Therefore, the system srambled people's faes and the PCmonitor. Normally, srambled images are displayed on amonitoring onsole, and saved in storage. When there is aproblem with the monitoring area, the system supervisor anauthorize aess to the srambled area with sramble keys.The authorized individuals an only aess the neessary in-formation; therefore, this method prevents private informationfrom being opened to the publi.B. Parameters for sramble level ontrolOur proposed method an ontrol the sramble level byusing three parameters for eah olor omponent. Table Ilists these parameters. We set these parameters to eah olor

TABLE IPARAMETERS FOR SCRAMBLE LEVEL CONTROL
Parameter Value Description

Start_coef 0 – 63 Start coefficient in 8x8 block

(For JPEG image only)

End_coef 0 – 63 End coefficient in 8x8 block

(For JPEG image only)

Bit_length 0 – 8 Bit length of cipher pseudorandom numberTABLE IIINFORMATION FOR ONE SCRAMBLE (QUADRILATERAL)
Information Description

s_ID Scramble ID of this area

Repeat 

as many as 

components

Start_coef Start coefficient in 8x8 block

(For JPEG image only)

End_coef End coefficient in 8x8 block

(For JPEG image only)

Bit_length Bit length of cipher pseudorandom number

Start_x X-coordinate of start pixel 

Start_y Y-coordinate of start pixel

End_x X-coordinate of end pixel

End_y Y-coordinate of end pixelomponent (e.g., Y/Cb/Cr for JPEG image, R/G/B for bitmapimage). The JPEG format divides an image into 8� 8 bloksfor proessing, then parameters Start oef and End oef an beset in JPEG format. The values Start oef and End oef meanthe �rst and last oef�ient to sramble in �zigzag� ordering.The quality of a srambled image is affeted by parametersStart oef and End oef. A blok's information is onentratedto low-frequeny omponents by disrete osine transform(DCT); therefore, srambling low-frequeny omponents takesmore effet in onealing visual information than sramblinghigh-frequeny omponents. The number of oef�ients (de-termined by Parameter Start oef � End oef) affets theseurity of a srambled image. One oef�ient has only a fewbits of information due to quantization; therefore, sramblingless oef�ients ould enable the image to be restored throughbrute-fore attaks.C. Header format for sramble informationInformation used for srambling is stored in the imageheader. Therefore, the srambled image an be restored onlywith the orret key. Table II lists this information for onequadrilateral sramble area. The sramble ID s ID and pa-rameters Start oef, End oef, and Bit length of eah oloromponent (e.g. Y/Cb/Cr for JPEG image), and area oordi-nates Start x, Start y, End x, and End y of eah sramble arerequired to properly restore an image.D. Proessing �owTo produe a srambled image that an be opened without aspei� image viewer, the proposed method retains the imageformat struture. In this setion, the proessing �ow of thismethod is disussed.1) Sramble subsystem and sramble �ow: Figure 2(a)shows the proessing �ow of srambling a aptured frame.First, an objet (e.g., fae, human body, window, or ar lienseplate) is deteted using an objet detetor to determine thearea of the objet that is to be srambled. In this �gure,
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(b) Details of sramble subsystemFig. 2. Proessing �ow of srambling imageDetetor 1 for fae detetion (s ID = 1) and Detetor 2 forwindow detetion (s ID = 2) are used. If both the amera andtarget objet to be srambled are �xed, the system supervisoran manually input the oordinates. The system supervisormust speify as many parameter sets (mentioned in SetionII-B) and ipher keys as there are objet detetors. Then,the image pixels (for bitmap image format) or oef�ients(for JPEG format) are proessed in the sramble subsystem.Sine the onversion of a raw image to JPEG format isirreversible due to DCT and quantization, srambling oursbetween quantization and entropy oding proesses for theJPEG format. Parameter sets and sramble area informationare stored in the image header. This enables the restorationonly with the orret ipher key and srambled image data.The proessing �ow in the sramble subsystem is shownin Figure 2(b). The image pixels (for bitmap image format)or oef�ients (for JPEG format) are XORed with the ipherpseudorandom number stream if they are in the sramblearea. Parameter Bit length determines the bit length of thepseudorandom number (0 � 8 bit) and ontrols the sramblelevel. In JPEG ompression, eah oef�ient in 8�8 bloks isEXORed between quantization and entropy oding proesses.2) Desramble subsystem and restoration �ow: Figure 3(a)shows the proessing �ow for restoring an original image.After a supervisor sets the ipher key, this method analyses thesramble information from the data header. From this informa-tion, the desramble subsystem (shown in Figure 3(b)) restoresthe original image by XOR operation between the srambled(enrypted) pixel value and ipher pseudorandom number. Ifthe supervisor sets the wrong ipher key or does not have a
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Fig. 5. Sramble-level transition (JPEG image)To quantitatively observe the sramble level transition, weused the peek signal-to-noise ratio (PSNR) as an index. ThePSNR transition of srambled images (Figure 5) derived fromparameters Bit length, Start oef , and End oef is shownin Figure 6. We applied the same parameter sets to eahomponent. The PSNR dereased when parameter Bit lengthinreased. The PSNR also dereased in proportion to thenumber of oef�ients (End oef � Start oef + 1).B. Demo system and its proessing speedWe developed a demo system to on�rm that our methodis appliable to embedded systems suh as those equippedwith surveillane ameras. The system uses a single boardomputer (BeagleBoard-xM with ARM Cortex-A8 proessor1 GHz and running the Ubuntu 12.04 operating system) and aUSB web amera (Figure 7-(a)). We on�rm that this methodan sramble several areas hierarhially (Figure 7-(b)).The average proessing time of the proposed method in thedemo system when srambling an image of a fae is shownin Figure 8. In this experiment, we used OpenCV's objetdetetion funtion based on a Haar-like feature [9℄, and theimage size was 640 � 480 pixels. It took about 500 ms onaverage to proess one frame. Objet detetion took up high
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